
Further information on the subject of this report is available from 
Natalia Silver, Tel: 01432260732, email: nsilver@herefordshire.gov.uk

Decision maker: Cabinet member finance and corporate services

Decision date: Monday, 26 November 2018

Title of report: Digital Strategy Funding

Report by: Assistant Director Corporate Support

Classification

Open

Decision type

Non-key

Wards affected

(All Wards);

Purpose and summary

The purpose of this report is to outline activity within the Digital Strategy for the year that requires 
funds outside of the revenue budget, specifically from the ring-fenced reserve for IT.

The IT reserve was established to address future requirement and pressures within IT, knowing 
there would be demand going forward to keep pace with the opportunities and changing nature of 
digital services. 

The 2018/9 reserves expenditure will enable progress to be made in a range of areas including 
upgrades and new systems to support the activity and programmes of the council.  To do this 
funds are not contained within the revenue budget. 

Recommendation(s)

That:

(a) Up to £250k is used from the ring-fenced IT reserve for: 
 20 Laptops for new starters and 10 to replace damaged laptops 
 MS Exchange (eMail engine) and Websense (Website filtering) upgrades
 MS Systems Centre Configuration Manager
 Education Tracking 16-19 Year Old System
 MS SQL Server (Databases) Upgrade
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 MS Sharepoint Upgrade
 Implementation Costs; and

(b) The assistant director corporate support be authorised to take all operational 
decisions necessary to allocate the funds and implement the recommendation 
above.

Alternative options

1. An alternative option is that the spend for the listed projects is met from the IT revenue 
budget.  This is not possible as the revenue budget has existing committed expenditure.

2. Additionally, the expenditure is not incurred and therefore no requirement to spend from 
reserves.  This is not advisable as key requirements and development are needed to 
deliver the Digital Strategy and enable the operation of the council in supporting residents 
and businesses.

3. That spend takes place in 2019/20 financial year for activity to be funded from the IT base 
budget.  This is not recommended as would result in a delay in activity when progress is 
needed this financial year. 

Key considerations

4. The council’s digital strategy was approved on 13 July 2018 (link) and outlined key 
objectives in using digital technology to enable and support the operation of the council 
and meeting residents’ needs.

5. The strategy identifies the key objectives important to the organisation based on the 
following:

 Customer access – to enable users to access council services with ease by 
maximising digital technology.

 Empowered workforce – to utilise digital technology for staff and councillors to work 
flexibly, responsively and making the most of the technology to deliver services.

 Innovation and efficiency – for digital technology to support transformation of 
services whilst creating efficient ways of working including with partners.

 Protected and planned – to ensure the systems, policies and procedures are put in 
place to protect the council from cyber-attacks, keep information secure and plan for 
future delivery.

6. The new strategy reflects that digital services are a critically important organisational 
asset, and like other key assets (e.g. staff, finance, and property) needs proactive 
management to maximise its value for residents and operation of the council.  Digital 
services also operates in a fast-pace environment providing a range of technology 
advances which helps create efficient services and respond to customer expectation on 
accessing services through technology.  With this increased utilisation comes heightened 
risk of abuse through cyber-attacks and IT data breaches that the council needs to 
mitigate against.

http://councillors.herefordshire.gov.uk/documents/s50058393/IT%20Strategy%20Renewal%20main%20report.pdf
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7. The resource section of the cabinet member report outlined: The resourcing of the activity 
outlined in the strategy will be from existing and agreed expenditure.  Over and above 
existing spend will be subject to formal decision.

Key areas of investment for the 2013-18 strategy covered the below which will enable the 
council to progress in meeting the objectives of the renewed strategy:

 New data centre
 New website
 Renewed community network
 Software programmes
 Hardware (PC) replacements

8. The council has an ear-marked reserve of £0.8m for IT as outlined in cabinet report of 28 
June 2018 (link). These reserves have been built up from IT budget over the past 4 years. 
As a reserve this is specifically for development and one off needs of ICT development.

9. This report seeks approval to spend £250k of that £0.8m ICT reserve as “over and above” 
expenditure for the following required items:

 20 Laptops for new starters over and above current establishment mainly in Children 
and Families Directorate and 10 to replace damaged laptops (IT will call off from an 
existing council contract for these devices);

 MS Exchange (The council’s main eMail system) and Websense upgrades (filters web 
site content to ensure staff only have access to appropriate websites due to increased 
use of social media); 

 Mircosoft systems centre configuration – improved software systems that manages 
serves and desktop; 

 Education Tracking 16-19 Year Old System to support; 
 MS SQL (sequential query language) server upgrade supporting the storing the 

majority of the council’s data;  
 MS sharepoint upgrade including greater use and functionality as the document 

management and information sharing system);
 Implementation costs for project management beyond the service level agreement 

requirements.

Community impact

9. The IT strategy supporting the delivery of the council’s corporate plan has strong links to 
the council’s communication strategy and Fastershire broadband delivery programme 
(www.fastershire.com), and council’s workplace and workforce approaches and plans.

10. Whilst the strategy does not have a direct effect on the lives of looked after children, 
some programmes support this area of work and digital as a familiar communications, 
social and engagement tool for young people.

11. The council endeavours to ensure that the work they and their partners undertake, does 
not adversely affect the health, safety or welfare of staff or members of the public.  The 
health and safety information stored within the IT system is vital to demonstrate the 
council has adequate controls in place.  Therefore council partners are expected to 
ensure systems are sufficiently robust to protect such information, as far as is reasonably 
practicable.

http://councillors.herefordshire.gov.uk/ieIssueDetails.aspx?IId=50026529&Opt=3
https://www.herefordshire.gov.uk/info/200148/your_council/557/about_herefordshire_council/6
http://councillors.herefordshire.gov.uk/documents/s50040452/Appendix%201%20Communications%20Strategy%202016%20to%202019.pdf
file://hc-modgov/mgReportDbDocs/5/9/7/R00001795/www.fastershire.com
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Equality duty

12. Under section 149 of the Equality Act 2010, the ‘general duty’ on public authorities is set 
out as follows:

A public authority must, in the exercise of its functions, have due regard to the need to -

(a) eliminate discrimination, harassment, victimisation and any other conduct that is 
prohibited by or under this Act;

(b) advance equality of opportunity between persons who share a relevant protected 
characteristic and persons who do not share it;

(c) foster good relations between persons who share a relevant protected characteristic 
and persons who do not share it.

13. The public sector equality duty (specific duty) requires the council to consider how we 
can positively contribute to the advancement of equality and good relations, and 
demonstrate that we are paying ‘due regard’ in our decision making in the design of 
policies and in the delivery of services.  Though IT is largely a back office function there 
are some implications for customers / users of service, specifically when interacting with 
the council.  In terms of the protected characteristics the most significant impact is on 
“age” where older residents are less likely to be internet users which could cause digital 
exclusion.

Resource implications

14. This report relates to the annual allocation of reserves for specific ICT project for 2018/19 
finance year.  This equates to no more than £250k.

Spend area 2018/19
20 Laptops for new starters and 10 to replace damaged 
laptops £26,000
MS Exchange (eMail engine) and Websense (Website 
filtering) upgrades £47,000
MS Systems Centre Configuration Manager £35,000
Education Tracking 16-19 Year Old System £35,000
MS SQL Server (Databases) Upgrade £20,000
MS Sharepoint Upgrade £30,000
Implementation Costs £50,000
TOTAL  £243,000

Funding streams (indicate whether base budget / external 
/ grant / capital borrowing) 2018/19

ICT reserve £243,000
TOTAL £243,000

Revenue budget implications 2018/19
There is no impact on revenue budgets as all annual costs related to 
these spend areas are included in the current IT revenue budget.
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Legal implications

15. The new IT strategy acknowledges that there have been, and will be, significant changes 
in the service environment since the last strategy was adopted.  One significant change 
on the horizon is the enhancement of data protection safeguards through the General 
Data Protection Regulation which came into effect in May 2018.

16. There are no other significant legal implications arising from this report.

Risk management

Risk / opportunity Mitigation

Cost more than expected. Works have been fully costed with contingencies built 
in.  Hence the “up to” amount.

Ensuring delivery The activity is monitored through performance 
framework process; formal decision made through the 
council’s governance process.

Changing nature of IT Need for investment using the IT reserve to keep 
programmes and activity up to date.

Consultees

None.

Appendices

None.

Background papers

None.


